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About This Research

Methodology and Source Selection

This report compiles primary research published between 2024 and 2026 by cybersecurity, technology, and
consulting organizations, including Microsoft, IBM, Cisco, Gartner, Palo Alto Networks, Netskope, Stanford,
Deloitte, KPMG, CrowdStrike, and Salesforce. Sources were chosen for sample size, methodological rigor, and a
direct focus on enterprise technology environments. Every statistic in this report is attributed to a named source.
None come from an anonymous survey or a vendor-commissioned estimate that withheld its methodology.

Scope and Definitions

For the purposes of this report, Shadow Al means the use of artificial intelligence applications, features, or agents
by employees without the formal approval, visibility, or governance of their organization's IT and security teams.
That covers four distinct behaviors: consumer chatbots accessed through personal accounts, Al features
embedded inside already-approved software, Al-enabled browser extensions, and autonomous Al agents
operating without oversight.

Limitations

This research draws on aggregated survey data and anonymized telemetry from security vendors. Because
Shadow Al is designed, by its nature, to evade detection, the figures presented here likely understate the true
scale of enterprise exposure rather than overstate it. Readers should treat these numbers as a conservative floor,
not a ceiling.

Executive Summary

The Shadow Al Crisis Is No Longer Emerging. It Has Arrived.

Shadow Al is the use of artificial intelligence tools by employees without the knowledge, approval, or oversight of
their IT or security teams. In 2026 it is the most widespread unauthorized technology behavior in enterprise
history: present in nearly every organization, across every industry, and largely invisible to the people responsible
for governing it.

This report draws on 40 statistics from named primary sources spanning adoption, data exposure, breach
economics, and regulatory readiness. It identifies six structural trends reshaping workplace Al risk, eight critical
risk categories ranked by consequence, and fourteen specific actions that managed service providers can take to
help their clients close the gap.

Shadow Al is following the same arc as Shadow IT a decade ago: adoption outpaces governance, and only years
later does the real cost become clear. What is different this time is the stakes. Shadow IT meant an unsanctioned
Dropbox folder or an unapproved Slack channel, a storage and access problem. Shadow Al means employees
routing source code, financial records, and strategic plans through third-party systems that may retain that data
indefinitely, with no contract in place and no way to find out afterward what was kept.

For enterprise leaders, and for the MSPs advising them, blocking Al at the network level has already failed as a
strategy. Employees who lose access to one tool tend to move to another, often on a personal device the
organization cannot see. The path forward requires visibility first, governance that accounts for personal accounts
and embedded Al second, and technical controls at the data layer third.






Part I: The Evidence

The following statistics are grouped by theme rather than listed in isolation. Each section explains what the
numbers mean before presenting them, because a statistic without context is easy to misread and easy to forget.

1. Adoption and Prevalence

The foundational premise of enterprise IT has always been centralized control: organizations vet and distribute
the technology employees use. Generative Al broke that model almost overnight. Employees under pressure to
move faster did not wait for IT to catch up; they found their own tools and folded them into daily work.

The scale of that shift is now measurable.

98% of organizations have employees using unsanctioned Al tools (Reco Al, 2026)
75% of knowledge workers now use Al at work; 46% started within the past six months (Microsoft, 2025)

78% of knowledge workers say they would rather bring their own Al tools to work than wait for an approved platform
(Microsoft/LinkedIn, 2024)

The more concerning numbers sit underneath the adoption figures.

47% of generative Al users bypass enterprise controls entirely by logging in through personal accounts (Netskope,
2026)

57% of employees say they actively hide their Al use from their employer (Gigster/Reco Al, 2025)

That is not a workforce that is unaware it is breaking policy. It is a workforce that has decided the productivity
gain is worth the risk. The exposure is also concentrated in a specific place: mid-level employees use Al tools 3.5
times more often than their managers (Cyberhaven, 2025), and mid-level staff typically carry the broadest day-to-
day access to sensitive systems.

2. Data Exposure

Al models are only useful with context, and for an employee at work, context means company data. That is the
real mechanism behind Shadow Al risk. It is not the software itself that creates exposure; it is what gets typed,
pasted, or uploaded into it.

8.2 GB of organizational data uploaded to Al tools per month, on average, at the typical enterprise (Netskope, 2026)
27.4% of all corporate data entered into Al tools is classified as sensitive (Cyberhaven, 2024)

30% / 22.3% / 12.6% of sensitive Al exposures are source code, legal documents, and M&A data, respectively
(Harmonic Security, 2025)

Those exposure categories track closely with how employees actually use these tools: as a shortcut for the
hardest, most sensitive parts of their job, not for routine tasks.

33% of employees admit they have exposed sensitive company data to a consumer Al tool without authorization
(IBM, 2026)
46% of organizations report an internal data leak that flowed out through an employee's Al prompt (Cisco, 2025)

83% of organizations still operate without basic technical controls to stop confidential data from leaving through an
Al tool (IBM, 2025)

3. Breach Costs and Security Incidents

For the first two years of enterprise Al adoption, the risk of Shadow Al was mostly theoretical. That period is over.



20% of all enterprise data breaches globally now involve Shadow Al (IBM, 2025)
$4.63M average cost of a breach involving Shadow Al, $670,000 more than a breach without it (IBM, 2025)

The cost gap tracks closely with a visibility gap. Because Shadow Al activity mostly happens outside the logging
infrastructure security teams rely on, these breaches take far longer to find.

247 days average time to detect a Shadow Al breach, nearly eight months of undetected exposure (IBM/Vectra Al,
2026)

99% of organizations experienced at least one attack on their Al applications in the past year (Palo Alto Networks,
2025)

56.4% year-over-year increase in Al-related security incidents (Stanford Al Index, 2025)

4. Governance, Compliance, and Insurance

None of the numbers above would be as alarming if governance had kept pace. It has not.

63% of organizations either have no Al governance policy or are still drafting one (IBM, 2025)

9% of organizations have a governance system that is actually working, even though a third of executives believe they
have full visibility (Deloitte, 2025)

That gap between perceived and actual control is, on its own, one of the more dangerous findings in this report.
The consequences are becoming financial as fast as they are becoming regulatory.

40% of cyber insurance claims are currently being denied, with missing Al governance documentation a common
basis for denial (Insurance Carrier Analysis, 2026)

40-60% lower premiums for organizations with strong, documented Al controls (Insurance Carrier Analysis, 2026)
61% of organizations in scope for the EU Al Act still have not completed a basic Al inventory (KPMG, 2025)

With the EU Al Act now in full enforcement, that last figure is no longer just risky. It is enforceable.



Part lI: Six Trends Reshaping Shadow Al Risk

The statistics above describe the current state of Shadow Al. They do not explain why it keeps accelerating. Six
structural shifts are driving the trend line, and understanding them matters more than memorizing any single
number, because each one points toward a different fix.

Trend 1: From Chatbots to Agents

The first wave of Shadow Al looked like an employee copying text into a chat window. The second wave looks
nothing like that. Al agents now connect to enterprise systems, read email, and execute code on their own, and
the governance built for a text prompt does not extend to an agent running unattended in the background. Cisco
found that 83% of companies plan to deploy Al agents in the next year, but only 31% believe they are actually
equipped to secure them.

Trend 2: The Personal Account Problem

Blocking a tool at the network level does not stop employees from using it; it just moves the activity somewhere
IT cannot see. Sixty percent of enterprise users still access personal Al accounts even after their organization rolls
out an approved alternative, and 47% of all generative Al users log in through a personal account regardless of
what is officially sanctioned (Netskope). The fix has to move from the network perimeter to the data itself,
because the account or device in use has stopped being the deciding factor.

Trend 3: Al Is Embedding Into Every Approved Tool

The fastest-growing source of Shadow Al is not a new app employees are downloading. It is a feature quietly
switched on inside software that was already approved. Gartner projects that by 2026, more than 80% of
independent software vendors will have built generative Al into their products. A CRM or productivity tool that
passed a security review six months ago may already be routing customer data through a model that review
never evaluated.

Trend 4: Browser Extensions as a Silent Exfiltration Layer

More than 20% of enterprise users have an Al browser extension installed with high or critical permission scope.
LayerX Research found these extensions are 60% more likely to carry a known vulnerability than a standard
extension, three times more likely to access cookies, and nearly six times more likely to expand their own
permissions after installation, often without the user noticing.

Trend 5: The Regulatory Deadline Is No Longer Theoretical

The EU Al Act is now fully enforceable, with penalties reaching 35 million euros or 7% of global revenue. In the
United States, the SEC's cybersecurity disclosure rule has already been triggered by a Shadow Al incident:
Community Bank filed a Form 8-K in May 2026 after an Al-related exposure, the first public disclosure of its kind.
Documenting Al governance has moved from best practice to legal necessity in the space of a single year.

Trend 6: Leadership Uses Shadow Al More Than Anyone

This may be the hardest trend to fix culturally. Senior executives are more than twice as likely as their own teams
to use unauthorized Al tools, and 69% of C-suite leaders say speed matters more than security when it comes to
Al adoption (Mimecast). A policy that only gets enforced below the leadership level is not really a policy; it is a
suggestion, and employees tend to notice the difference.






Part lll: Eight Critical Risk Categories

Not every category of Shadow Al risk carries the same consequence. The eight categories below are ranked by
severity, based on how likely each is to occur and how much damage it causes when it does.

CRITICAL Regulated Data Transmission. When an employee pastes protected health, personal, or financial data
into a consumer Al tool, that data reaches a third-party server with no legal agreement in place. HIPAA, GDPR,
and GLBA violations can trigger at the moment of transmission, regardless of what the employee intended.

CRITICAL Regulatory Disclosure Obligations. A single unauthorized Al incident can now trigger a mandatory SEC
Form 8-K filing within four business days. Community Bank became the first public company to file under this rule
in May 2026, following a Shadow Al-related exposure.

CRITICAL Intellectual Property Permanent Loss. Source code, M&A strategy, and proprietary formulas submitted
to a consumer Al platform may be retained for model training with no way to retrieve or delete them afterward.

HIGH Deepfake and Voice Clone Fraud. In the Arup case, an employee authorized $25.6 million in wire transfers
after joining a video call where every other participant was an Al-generated deepfake. Voice cloning now requires
as little as three to five seconds of sample audio.

HIGH Agentic Al Credential Attacks. Al agents connecting through OAuth create a new kind of attack surface. The
Vercel/Context.ai incident in April 2026 showed that a single personal Al agent connection can hand a
compromised tool authenticated access to internal infrastructure.

HIGH Cyber Insurance Coverage Voids. Forty percent of cyber insurance claims are currently being denied, and
insurers increasingly treat a missing Al usage policy as evidence of negligence at renewal time.

MEDIUM Al Hallucination Liability. General-purpose language models hallucinate in roughly 58% of federal case
research queries (Stanford/Yale, 2024), and more than 1,369 court decisions now document real consequences
from Al hallucination.

MEDIUM Supply Chain Al Compromise. Thirty percent of 2025 breaches at financial institutions involved a third-
party supply chain compromise, which makes vendor Al use a risk an organization inherits even when it never
touched the tool directly.



Part IV: Fourteen Recommendations for Managed Service Providers

Shadow Al is not only a risk to manage. For managed service providers, it is one of the fastest-growing
opportunities in the industry. The global managed security market is projected to grow from $93 billion in 2025 to
$106 billion in 2026, a 14.4% increase driven largely by Al risk, and 88% of small and mid-sized businesses already
depend on an MSP for their security posture, even though most of those businesses have no Shadow Al
governance in place at all.

The fourteen recommendations below are organized into three horizons: what to do in the next 30 days, what to
build over the following 30 to 60 days, and what needs to become a permanent part of the service stack.

Immediate Actions (Within 30 Days)

1. Run a Shadow Al Discovery Audit Across Every Client Environment

Before writing a policy or recommending a tool, an MSP needs to know what is actually running in a client's
environment today. That means monitoring for Al API traffic, auditing OAuth-connected applications inside
Google Workspace and Microsoft 365, reviewing browser extensions on managed devices, and checking expense
reports for Al subscriptions nobody approved. Given that 98% of organizations already have unsanctioned Al
activity somewhere inside them, this audit belongs in the very first client conversation, not as an optional add-on
later. Present the results as a standalone Shadow Al Exposure Report.

2. Put Shadow Al on Every Client QBR Agenda

Ransomware and phishing already have a permanent seat at the quarterly business review table. Shadow Al
needs one too. The case is straightforward: the average breach involving Shadow Al costs $4.63 million, $670,000
more than a standard breach. Lead each conversation with client-specific numbers wherever possible; a client is
far more likely to act on "here is what we found in your environment" than on a statistic from a report they have
never seen.

3. Audit Client Cyber Insurance Policies for Shadow Al Coverage Gaps

With 40% of cyber insurance claims currently being denied, and missing Al governance documentation a common
reason for denial, this is one of the fastest ways an MSP can demonstrate value without deploying a single new
tool. Review policy language for Al-related exclusions, confirm whether the absence of a written Al policy counts
as a negligence clause, and document the gap as a specific, dated finding the client can act on.

4. Deploy Browser-Layer Al Data Protection for Managed Clients

Network-level blocking cannot see a browser-based Al session running through a personal account on a personal
device, and that gap is exactly where 47% of unauthorized Al usage already lives. A technical control operating at
the browser layer closes that gap regardless of which account or device an employee uses. Readers interested in
how one such tool, Amithos EverShade, addresses this specific gap can find more information at
amithos.com/Evershade.

30 to 60 Day Actions

5. Build a Tiered Shadow Al Policy Template for Each Client Vertical

A single generic Al use policy will not hold up across a healthcare client bound by HIPAA, a financial services client
bound by GLBA, and a law firm bound by attorney-client privilege and ABA Opinion 512. Build a small library of



vertical-specific templates once, and reuse it across every client in that vertical instead of starting from a blank
page each time.

6. Create a Shadow Al Tool Registry Service

Every client needs a living answer to the question, "which Al tools are actually allowed here." A registry that lists
approved, under-review, and prohibited tools, visible to every employee and updated as new tools surface, turns
a vague policy into something people can actually check before they act.

7. Configure Data Classification Rules Per Client

Generic data protection rules miss the specifics that matter most: PHI for a healthcare client, source code for a
technology client, account numbers for a bank, matter references for a law firm. Custom classification rules,
configured once per client, make every downstream control, from blocking to alerting to reporting, meaningfully
more accurate.

8. Offer Approved Al Alternatives as a Managed Service

This may be the single highest-leverage recommendation in this report. Providing employees with a capable,
approved Al alternative drops unauthorized usage by 89% (Healthcare Brew, 2026), which means the fastest way
to shrink a client's Shadow Al exposure is not more restriction; it is a better sanctioned option. MSPs that bundle
enterprise Al deployment into their existing service stack solve the client's underlying problem instead of just
monitoring it.

9. Train Employees With Al-Specific Security Awareness Content

Generic phishing-and-password training does not prepare an employee to recognize that pasting a client's
financial model into a chatbot is a policy violation. Training needs to name specific data types that must never
leave the organization through an Al tool, walk through real incidents like the ones in this report, and connect
those incidents to the specific regulatory consequences that apply to that client's industry.

Ongoing Service Layer

10. Use Audit Logs as the Foundation for Monthly Client Reporting

A technical control that logs every event, timestamped and tied to a specific user and data classification, does
double duty: it enforces policy in real time and generates the evidence a monthly report needs without extra
manual work.

11. Produce Quarterly Shadow Al Exposure Reports for Every Managed Client

A quarterly cadence keeps the findings from the initial discovery audit from going stale. Each report should track
the number of Al tools currently detected, what is new since the last quarter, how many policy violations were
intercepted, training completion rates, and any updates to the tool registry.

12. Keep Regulatory Monitoring and Technical Policy Updates in Sync

When a regulation changes, a new state privacy law, an EU Al Act update, new SEC guidance, the technical
classification rules enforcing that policy need to change in the same cycle, not months later. A policy update that
is not reflected in the actual technical controls is a policy that exists on paper only.

13. Offer vCISO-Level Al Governance for SMB Clients

Adoption of virtual CISO services grew 319% in 2025, driven largely by Al risk, which signals real demand from
clients who need governance expertise but cannot justify a full-time hire. MSPs that package Shadow Al



governance into an existing vCISO offering capture a high-margin, high-retention service line built on genuine
client need rather than upsell pressure.

14. Build Deepfake-Resistant Authorization Protocols for Finance and Executive Clients

The Arup case, where an employee authorized $25.6 million in transfers to deepfake participants on a video call,
proved that visual verification alone can no longer be trusted for financial approvals. Out-of-band verification,
such as a code word confirmed over a second channel or a multi-party approval requirement, is now a baseline
control for any client handling large transfers, not a nice-to-have.



The Window Is Open. It Is Also Closing.

Sixty-three percent of organizations without an Al governance policy represent an addressable market that did
not exist eighteen months ago. MSPs that move first on discovery, policy, browser-layer controls, and board-
ready reporting are positioned to own the Al governance conversation with their clients for years, not quarters.
The organizations that wait will not avoid the risk. They will simply spend more time and money managing its
consequences after the fact.
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About This Report

This report was produced by ShadowAlGuide.com, an independent educational resource on Shadow Al risk, governance, and
prevention. It is for educational and informational purposes only and does not constitute legal, compliance, or professional advice.

Consult qualified counsel for jurisdiction-specific requirements.



